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Incidents/Articles of Note:

Southwest Airlines’ system issues continue for 2nd day

Pipeline was hacked via a compromised password

U.S. seizes $2.3 million in bitcoin paid to Colonial Pipeline hackers

Multi-Billion entry password list surfaces on hacker forum

Popular school management software riddled with problems

Justice department strikes blow against international ransomware

Cyber events increasing across North American manufacturing sector

CISA warn of hackers exploiting critical VMware flaw

Cisco Discovers High-Severity Flaws in its Software

TikTok Quietly Updated Its Privacy Policy to Collect Users' Biometric Data

Microsoft Teams calls are getting end-to-end encryption in July

 

View Resource

Resource | CISA

Ransomware: What is is and

what to do about it

Interagency technical guidance

document aimed to inform Chief

Information Officers and Chief

Information Security Officers at critical

infrastructure entities, including small,

medium, and large organizations. The

document provides an aggregate of

existing Federal government and

private industry best practices and

mitigation strategies focused on the

prevention and response to

ransomware incidents. 

 

 

View Tool

Online Tool | DHS and NICCS

Cyber Career Pathways Tool

The Cyber Career Pathways Tool will

help individuals identify, build, and

navigate a potential career path in

cyber by increasing one's

understanding of the knowledge, skills,

and abilities needed to begin,

transition, or advance a cyber career.

Individuals from various backgrounds

and age groups can use the tool to

better understand the cyber workforce,

in addition to the different types of

cyber work roles and their relationship

to one another.

A fact sheet is also available for the

tool.

 
 

 

This is an open-source product.  Redistribution is encouraged.
 

 
View Virginia Fusion

Center Homepage

Click Here​

 Observe Suspicious

Activity?

Report Online

 

 
Virginia Shield Coalition

 
"Awareness Through Information Sharing"
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Need Help with this Email? Useful Links

 View in a browser • VFC Fusion Site

VFC Shield  • Shield Homepage

"Awareness Through
Information Sharing"

• All Products

  • Report SAR

  • Email Coordinator

 
The opinions or conclusions of the authors reflected in the open source articles does not necessarily

reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to highlight available resources designed to improve public safety and reduce

the probability of becoming a victim of a crime.
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